TECHNICAL COLLEGE SYSTEM OF GEORGIA

ACADEMIC AFFAIRS DIVISION — OFFICE OF TECHNICAL EDUCATION

TCSG — CIST IFCC MINUTES

INSTRUCTIONAL FACULTY CONSORTIUM COMMITTEE
STATEWIDE INSTRUCTORS MEETING

Thursday, October 24, 2024
10:00 AM - 4:00 PM

Central Georgia Technical College
3300 Macon Tech Drive| Macon, GA 31205

Building H (Auditorium), Building | (Breakout Meetings)

IFCC MEETING MINUTES

SPECIAL THANKS - CENTRAL GEORGIA TECHNICAL COLLEGE

Before we present the minutes, we would like to send a big thank-you to the faculty/staff of Central

Georgia Technical College. They had snacks, coffee, labeled rooms, and found us technical support

throughout the meeting. Thank you CGTC.

Main

Overall Meeting

e Call to Order: Roll Call made by Joey Johnson (10:00am)

e Quorum was achieved (Some schools were not present)

e The Previous Minutes were sent to everyone (Everyone encouraged to read through minutes)

e Curriculum Specialist Update (Oenia Odums)

v
v
v

Oenia Odums shared some updates and information

Mrs. Odums spoke about renewals of Azure

Mrs. Odums mentioned Oracle Academy — They approached Asst Commissioner about use of
Oracle Academy.

Fortinet also has an agreement with TCSG in the works

Prior Learning Assessments — We are unique in this position because we have industry
certifications, this should (in theory) make PLAs simpler.

Microsoft Learn — Mrs. Odums is pushing for adoption of Microsoft Learn at the College level; we

are fully authorized to use Microsoft Learn in our courses now.



New Business Concepts

v’ Articulation agreements — GA southern just signed, see Terry Hand for any tips and tricks for
articulation agreements

v Emerging Technologies discussed (Robotics, UAV, Al); more research will be done in 2024-2025

v’ Esports and Competitive Gaming; committee will be formed to discuss this in more detail

v’ Student Organizations (Cybersecurity club, etc..); Mr. Hand stated they started a cybersecurity
club and it has been fantastic; everyone is welcome to reach out to get information if interested

Guest Speakers:

TestOut (CompTIA) — Jill spoke about TestOut curriculum opions

v Al Essentials course being introduced.

v All products being moved to CertMaster Learn platform.

v" New data analytics pathways available

v" Exam and course materials are now bundled at the discounted academic rate.

Fortinet — Talked about their product and the educational/training materials and certification vouchers

they have that they are willing to provide to encourage training on their products

v

v
v
v

<
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FortiNet: Adam Guglielmo (Global Program Manager — Network Security)

After registering, instructors get access to all materials.

Program is completely free in attempt to close cybersecurity skills gap.

If hardware is required, it is offered (nearly) at cost. Can be done with NO hardware requirements,
all virtual (true virtualization, no guard rails)

Hosted lab environment you can access for free. Some courses cannot be done due to hardships
(wifi, azure, FortiSOAR etc)

FortiGate Admin — includes Firewall AND VPN; 25ish hour contact hours.

Fundamentals - FortiNet Fundamentals certification available now.

Associate - FortiGate Operator (Associate level) — teaching students how to manage FortiGate
Professional — Security Operations, Network Security, Public Cloud Security

Solution Specialist — OT Security, Security Ops, Network Security, Secure Access Service Edge,

Zero Trust Access, Public Cloud



CIST IFCC EXECUTIVE OFFICERS-2023

Regional Chairs

POSITION NAME
President Terry Hand
Vice President Joey Johnson

North Chair

Central Chair

Southern Chair

Computer Programming

Computer Programming Chair

Josh Lehman

Vice-Chair
Computer Support

Niki Giles

Program Breakouts:

Chair-Computer Support Tara Shackleford
Vice-Chair Eddy Harden
- ___________________
Cybersecurity
Chair-Cybersecurity Jim Poarch
Vice-Chair Andrew
-
Database
Database Chair | e
Vice-Chair
-
Game Design
Game Design Chair Tim Drexler
Vice-Chair
-
Networking
Chair - Networking Dwight Watt
Vice Chair Andrew Gurbaxani
-
Web Design
Chair-Web Design Charles Cash
Vice Chair Rocky Spurlock

Each program group met individually to discuss their program areas.




CIST-COMPUTER PROGRAMMING
e

Computer Programming

Computer Programming Chair Josh Lehman

Vice-Chair Niki Giles

Computer Programming Minutes:

Josh Lehman (Chair) called the meeting to order

Group confirmed that we were going to keep 2921 but that we should change the class to be more
focused on software development and not IT as a whole.

Group discussed different topics to teach in the python 2 course such as data analytics and machine
learning.

Group confirmed that no-one is really teaching Swift; most will not continue to.

Old Business Summary: Last meeting group discussed Swift training (enrollment problems),
discussed creating a TCC that has 1001, 1305, 2742, 2747 (no name yet), and discussed reworking
CIST 2921.

CIST-COMPUTER SUPPORT
e

Computer Support
Computer Support Chair Tara Shackleford (Tara.Shackleford @westgatech.edu)
Vice-Chair Eddy Harden (eddy.harden@wiregrass.edu)

Computer Support Minutes:

Tara Shackleford-(Computer Support Chair) called the meeting to order

We discussed ideas on how to build the updated CIST 2130 class since the credit hours have been
increased. Several members of the group had great ideas on what we could do for that class in the
future. One of our fellow instructors (Judith) has built an OER class for CIST 2130. She shared her
outline during our session.

We discussed if students had any PLA for possible short certificates in the future. Overall, the main
example that kept coming up was if the student had certain CompTIA certifications like A+ or
Network +. If a student has either one of those it would allow them not to take CIST 1401 and CIST
1122/CIST 1130.

Finally, we discussed how many instructors were using OER or just the TestOut in some of their

classes.


mailto:Tara.Shackleford@westgatech.edu
mailto:eddy.harden@wiregrass.edu

CIST-CYBERSECURITY (MEETING MINUTES)

%

2451 LAB 14A and

15A.msg
Cybersecurity
Chair-Cybersecurity Jim Poarch
Vice-Chair Andrew Gurbaxani

Cybersecurity Minutes:

Jim Poarch called the meeting to order

In attendance: Lynn Ashford, CGTC; Jacqueline Farms, CGTC; Terry Hand, Ogeechee Tech;

Veronda Cladd, SGTC; Jeff Johnston, NGTC; Katie Crane, WGTC; Katherine Spraggins, Albany

Tech; Tony Evans, Chattahoochie Tech; Sean Strickland, Wiregrass Tech; Khalil Khalif, Lanier Tech;

Andrew Gurbaxani, Gwinnett Tech; (about 5-6 people online, did not catch their names), Jim Poarch,

Augusta Technical College

The minutes of the Spring 2024 meeting were reviewed and approved

Elect vice chair — Andrew Gurbaxani, Gwinnett Tech (agurbaxani@gwinnetttech.edu)

Minutes from last meeting (Spring, 2024) — reviewed and approved

v Propose CIST 1602 as a capstone — 26xx level (Augusta Tech already does this). Not possible to
successfully write cybersecurity policies and procedures without broad knowledge of the basic
tools and techniques in introductory courses (e.g., CIST 1601).

v’ Lanier Tech changed CIST 2612 from JBL to Cengage, 2601 still JBL, 2613 TestOut

v Action: Terry Hand to email out product/course matrix for review.

Articulation Agreements — the following agreements were noted:

-- Augusta College (in person students)

-- Middle Georgia College (online OK)

-- Kennesaw State University (online OK)

-- Western Governors University (online OKO

Can try to obtain for CAE schools — need to consult the list

Action: Obtain list of CAE schools in GA and inquire regarding articulation agreements

Actions taken on recommendations from last meeting — none recorded

Make all electives guided electives — should be stated in standard?

COMP 1000

v/ 0On 1S23 now states COMP 1000 or guided elective (we are doing COLL 1060)

v" On CY13 now states COMP 1000 or COLL 1110 (does not say guided elective)



IS23 is the 72 hour AAS Cybersecurity degree, CY13 is the 60 hour Cybersecurity Diploma

Action: Make COMP 1000 the guided elective for both offerings.

Change “Computer Forensics” to “Digital Forensics” (CIST 2612 course title) was voted on and not

changed.

v Action: Petition TCSG to make course title change

Discussion on requiring Linux and Python in program. Not enough hours in CY13.

v Require courses such as CIST 1135 (OS course) or create specific OS course.

v Gwinnett Tech already requires these courses, consider expanding CY13 system wide to include

v"Action: Petition TCSG to expand CY13 to include Linux/Python courses

Ethics (more emphasis needs to be placed on ethics). | propose adding a program outcome for ethics.

v Apply ethical principles and legal standards to ensure responsible cybersecurity practices and
protect privacy, data integrity, and public trust.

v 1S23 Program Outcome: Currently have two redundant (nos. 2 & 3) Outcomes: “Ability to install
security software, monitor for and respond to security breaches.” Proposal is to replace one of
these redundant Outcomes with the bullet above.

v Include “10 commandments of computer ethics”, relevant frameworks (e.g., GDPR) in curriculum.

<\

https://en.wikipedia.org/wiki/Ten_Commandments_of Computer_Ethics

v Action: Petition TCSG to replace one redundant Program Outcome with the ethics-oriented bullet
above.

Cyber Clubs--Suggest creative names (e.g., Augusta Tech: “Phish and Chips”)

Competitions

v" Read letter (Gov. Kemp letter to Augusta Tech for placing #30 in the country in NCL)

v" NCL, SkillsUSA, NCAE, ...

v" NCL: costs $35/term, require as “text” (lab fee?) to be purchased at campus bookstore. For CIST

1601, integrate and require as 20% of grade?

v" NCAE: offers free competition—explore as alternative

<

Terry Hand suggestion: require projects for all courses; performance-based final exams

v Action: Review ways to integrate competitions into curriculum, explore NCAE as NCL
alternative.

Program accreditation-CAE, ABET, ...

v' CAE requirements: program at least 3 years old, with students having graduated. North GA Tech

interested. Others? Mentorship available as part of NCAE program.

v" Action: Circulate list of GA schools with CAE accreditation, obtain indication of interest.


https://en.wikipedia.org/wiki/Ten_Commandments_of_Computer_Ethics

Cyber Range

Georgia Cyber Range ($50/student course) — open source
TCSG open to funding statewide access

Augusta Tech uses NetLab, Augusta University uses NDG
US Cyber Range (VA Tech): $15/student/mo.

Commercial Cyber Ranges (e.g., Cyberbit) are excellent but expensive
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Action: Petition TCSG for funding for statewide access to Georgia Cyber Range (?)

<

NCEC conference (Oct. 7-10) in St. Louis proposed a framework for inclusion in cybersecurity
curriculum (“CyberAI”).

v Augusta Tech teaches Data Analytics (AlI/ML)

v" Most attendees use Al (e.g., ChatGPT) personally, favor use in classes

v’ Official policy of schools is to prohibit Al use (plagiarism).

v Action: Review TCSG stance on Al and make recommendations for edits as desired

Open Forum--3C conference (Cyber, Competencies, Career)—Jacqueline Farms (CGTC), with
Mercer, MGSU)—May 8-9, 2025

Motion to adjourn was made at 2:45 p.m. and was passed unanimously.

See Agenda item above for reference information.

Agenda | Proposed Action Assigned to/Due Date
Item
1 Elect Vice Chair Completed
2 Terry Hand to email out product/course matrix for review. Terry Hand (Ogechee), By
next meeting
3 Obtain list of CAE schools in GA and inquire regarding articulation agreements TBD
4 N/A N/A
5 Make COMP 1000 the guided elective for all degree and diploma. Oenia Odums, ASAP
6 Petition TCSG to make course title change for CIST 2612 Oenia Odums, ASAP
7 Petition TCSG to expand CY13 to include Linux/Python courses Oenia Odums, ASAP
8 Petition TCSG to replace one redundant Program Outcome with the ethics-oriented Oenia Odums, ASAP
bullet above.
9 N/A N/A
10 Review ways to integrate competitions into curriculum, explore NCAE as NCL Committee, By next meeting
alternative.
11 Circulate list of GA schools with CAE accreditation, obtain indication of interest. Terry Hand (Ogechee), By
next meeting




12 Petition TCSG for funding for statewide access to Georgia Cyber Range (?) Terry Hand, By next

meeting

13 Review TCSG stance on Al and make recommendations for edits as desired Terry Hand (Ogechee), By

next meeting

14 N/A N/A

CIST-DATABASE

e
Gaming

Database Chair | e
Vice Chair

Database Minutes

CIST-GAMING
|
Gaming
Gaming Chair Tim Drexler
Vice Chair

Gaming Minutes
e Attendance: Tim Drexler-Chair-WGTC; Allison Booker - DMPT Instructor-CGTC; Thomas Brooks-
DMPT Instructor-CGTC; Maylond Walker-CIS Instructor-DMPT

Old Business: Talked with Georgia Piedmont about the New specialization that utilizes the DMPT

courses. It is currently in review with TCSG.

Oenia talked about Feedback Fruits, a tool to help manage group projects for students.

Tim Drexler talked with Oenia and the DMPT instructors about the TCSG looking into purchasing a
statewide Adobe license for all schools. Tim mentioned how Adobe is used not only in the CIS and
DMPT courses, but also in the Registrar's office, Financial Aid and Admissions for most, it not all,
schools within the TCSG.

Tim Drexler talked with DMPT instructors Allison Brooker and Thomas Brooks about a possible new
program combining esports with video production to teach students about how to set up event
streaming. They agreed it would be a good idea.

Tim Drexler adjourned the meeting.



CIST-NETWORKING

Networking

Chair - Networking Dwight Watt

ViceChair | e

Networking Minutes

Dwight Watt (Networking Chair) called the meeting to order

Lab Providers (Mrs. Odums)

Xtreme labs https://www.xtremelabs.io/ (in works)

ACI (Provides MindTap labs) https://www.acilearning.com/ (in works)
FeedBack Fruits https://feedbackfruits.com/ (can use today!)

Cisco--No upcoming changes, therefor we should be good for a couple years:
Legacy courses are getting a Ul update to modernize them.

Changes to teacher side of their LMS; students seem to like the new Ul.
2414 (AZ-801)-Cengage— materials available according to Greg Tomsho — AZ-801 available Jan 1st.
Microsoft Specialization-No changes; Linux-No Changes

Azure-Halfway done — 2413 & 2414 completed

Google-In the works; AWS-Done!

CIST-WEB DESIGN
- |

Web Design
Chair-Web Design Charles Cash
Vice Chair Rocky Spurlock

Web-Design / UX Design & Development Minutes

Did not officially meet; however, the group wants to submit a reminder that at the last meeting the

following was submitted and that it still needs to be added to the probe:

v Rocky Spurlock made the motion to add CIST 2742 - Beginning Python Programming as one of
the programming language options for student in the web design program. Susan Glenn

seconded and the motion passed with 100% voting yes.


https://www.xtremelabs.io/
https://www.acilearning.com/
https://feedbackfruits.com/

MEETING SUMMARY/CONCLUSION-March 21 IFCC general notes (Summary/Conclusion)
e Computer Programming:
v Keeping 2921 (but focus on software development
v python 2 course should include: data analytics and machine learning.
v Most schools will not continue teaching Swift
e Computer Support:
v Update CIST 2130 (add to class now that hours have been increased)
v PLA for short certificates (if A+/Net+ then can take CIST 1401 and CIST 1122/CIST 1130)?
v" Who might be using OER or just the TestOut in some of their classes.
e Cybersecurity:
v’ Elect vice chair — Andrew Gurbaxani, Gwinnett Tech (agurbaxani@gwinnetttech.edu)
v Propose CIST 1602 as a capstone
v Articulation Agreements — Augusta College (in person students), Middle Georgia College (online
OK), Kennesaw State University (online OK), Western Governors University (online OKO
v Can try to obtain for CAE schools

<

Make all electives guided electives

<

Change “Computer Forensics” to “Digital Forensics” (CIST 2612 course title) was voted on and
not changed.

Discussion on requiring Linux and Python in program. Not enough hours in CY13.

Action: Petition TCSG to expand CY13 to include Linux/Python courses

Ethics (more emphasis needs to be placed on ethics).

Include “10 commandments of computer ethics”, relevant frameworks (e.g., GDPR) in curriculum.
Cyber Clubs--Suggest creative names (e.g., Augusta Tech: “Phish and Chips”)

Terry Hand suggestion: require projects for all courses; performance-based final exams
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Cyber Range-Georgia Cyber Range ($50/student course) — open source-TCSG open to funding
statewide access
e Game Design:
v New specialization that utilizes the DMPT courses. It is currently in review with TCSG.
v QOenia talked about Feedback Fruits, a tool to help manage group projects for students.
v' TCSG looking into purchasing a statewide Adobe license for all schools.
v

possible new program combining esports with video production



e Networking:

v’ Lab Providers (Mrs. Odums): Xtreme labs https://www.xtremelabs.io/ (in works); ACI (Provides
MindTap labs) https://www.acilearning.com/ (in works); FeedBack Fruits
https://feedbackfruits.com/ (can use today!)

Legacy courses are getting a Ul update to modernize them.
Changes to teacher side of their LMS; students seem to like the new UI,
Microsoft Specialization-No changes; Linux-No Changes
Azure-Halfway done — 2413 & 2414 completed; Google-In the works; AWS-Done!
e Web Design:
v Add CIST 2742 - Beginning Python Programming as one of the programming language options

v
v
v
v

Next Meeting: The Next IFCC Date/Location will be decided and announced soon!


https://www.xtremelabs.io/
https://www.acilearning.com/
https://feedbackfruits.com/

